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Banks, Credit Card Firms Wait For The Other Shoe To Drop Amid Reports Of Another Payment Processor Breach 

Hack of a second U.S.-based payment processing firm exposes accounts used in Internet, phone transactions, according to credit union alerts 
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By Kelly Jackson Higgins
DarkReading 

Brace yourself for another payment-processor breach: A second U.S.-based payment acquirer/processor has been hit with a network hack that exposed consumers' credit card accounts. 

As of this posting, the victim firm's identity had not been revealed. According to several credit unions, Visa recently alerted them that another payment processor had discovered a data breach. Among the credit unions issuing alerts about the breach on their Websites are The Tuscaloosa VA Federal Credit Union and the Pennsylvania Credit Union Association. The Open Security Foundation has a notice posted on its DataLossDB site. 

The latest breach follows that of Heartland Payment Systems, which went public on Jan. 20 about discovering malware on its processing system; some security experts have called it the largest security breach ever. Heartland processes 100 million payment card transactions per month for 175,000 merchants. 

While details on the latest hack are still emerging, there is one known difference between it and Heartland's: This latest breach exposed so-called card-not-present transactions -- online and call-based transactions -- and not magnetic-stripe track data. Primary account numbers and expiration dates were stolen from the firm's settlement system, according to the Tuscaloosa VA Federal Credit Union. 

"As the entity involved has not yet issued a press release, Visa and MasterCard are unable to release the name of the merchant processor. It is important to note that this event is not related to the Heartland Payment Systems breach," the credit union post says. 

The accounts were exposed from around February 2008 until August 2008, according to credit card firms, and the breach is likely "significant" but not as large as that of Heartland's. Some cards that were compromised in the Heartland breach may also have been victims of the latest one, reports say. 

Security experts, meanwhile, say the similarities between the two attacks are interesting. 

"All of my sources indicate a breach, most likely at an acquiring bank/merchant processor. Rumor is it is very similar to the Heartland breach. Based on the attack trends we are seeing, I am highly recommending to my end-user clients that they revise their outbound/egress monitoring and filtering," says Rich Mogull, founder of Securosis. "I also highly suspect we'll see some changes in the next revision of PCI to address this type of attack." 

Chris King, director of product marketing for Palo Alto Networks, says these types of attacks will continue to be commonplace until enterprises begin properly managing the applications that run in their networks. And that takes more than complying with PCI. "You have to do more if you want to protect your brand," he says. 

In most of the latest high-profile breaches, the threat was found only after the forensics team came into the picture. "Existing network security mechanisms remained clueless," King says."So we've got to get a lot more proactive -- without creating additional impedance for transactions." 

Details about the hack remain under wraps for now, and it's unclear how the malware got on the payment processor's systems. "Much of the malware we analyze daily is designed to attack banks. If an employee of the processor logged into the Net from a coffee shop, for example, then this could be one way they got infected with the malware. Once they go back to corporate, the malware is now on the 'inside,'" says Greg Hoglund, CEO of HBGary. 

Visa had not responded as of this posting to requests for an interview or comments on the breach. 

Cybercrime experts keep close watch on Internet worm
By Byron Acohido, USA TODAY

The world's top virus hunters are watching every move made by the attacker in control of a nasty new Internet worm — referred to as "downadup" or "conficker."

What worries them most is that the person, or group, controlling the worm could at any time direct the PCs to carry out criminal activities on an unprecedented scale. And there's not much anyone can do to stop them.

The attackers could use the infected PCs to steal data, spread spam or commit other routine cybercrimes.

"We have a lot of people looking at this, and with everybody watching it, hopefully they will be too scared to do anything," says Patrik Runald, security adviser at F-Secure. "That's really the only thing we can hope for."

In less than three weeks, the worm has spread to more than 1 million PCs around the globe, mostly inside companies, according to estimates from F-Secure and Atlanta-based security firm SecureWorks. A worm of that magnitude has not been seen since 2004. 
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The worm takes advantage of a security hole that exists on hundreds of millions of Windows PCs. Microsoft issued an emergency patch for the hole in October. Because most Windows PCs connected to the Internet were vulnerable without the patch, the security community went on high alert. 

The worm first appeared on Jan. 7. Tech security researchers say it probed for and implanted itself on any unpatched Windows PC. It then scanned for, broke into and infected all nearby computer servers. It also implanted itself onto any portable device plugged into the PCs' USB inputs, such as a thumb drive storage stick, an iPod or a digital camera. When the corrupted device was plugged into another computer, that machine became infected — and began searching for other PCs to infect.

Don Jackson, senior researcher at SecureWorks, says infections have been spreading in bursts inside corporate networks. "It's like time bombs going off."

The National Cyber Alert System of US-CERT advises corporations to disable a Windows feature, called autorun, to help cut down infections from USB devices. Microsoft has a cleanup tool available. But the worm blocks Internet traffic trying to get to Microsoft's tool. "This worm was written by people who know what they're doing," Runald says.

Security companies have banded together to block some of the 250 Web addresses that infected PCs are instructed to contact for further instructions. But the list changes once a day. 

Vincent Weafer, vice president of Symantec Security Response, says the attackers may have been too successful. "There's no way they want this much attention," he says, adding that he expects them to back off.

Small attack triggered Microsoft's emergency patch, says researcher

Trojan that prompted out-of-cycle Windows update infected 200 machines

By Gregg Keizer

November 4, 2008 (Computerworld) The Trojan horse whose attacks convinced Microsoft Corp. to issue an emergency patch for Windows had infected only about 200 computers prior to the fix's Oct. 23 release, a security researcher said today.

Joe Stewart, director of malware research at SecureWorks Inc., tracked down "Gimmiv," the Trojan that started the rush to patch. By accessing three control servers used by Gimmiv's makers, downloading log files and then decrypting the encrypted data, Stewart was able to pinpoint its origin, the first evidence of its spread and the overall number of infected PCs. 

Twelve days ago, Microsoft warned of a critical vulnerability in the Windows Server service, which is used by all versions of the operating system, including client editions, to connect to file and print servers on a network. Hackers were already exploiting the bug in what Microsoft called "limited, targeted attacks," the company said, as it issued a patch outside its normal second-Tuesday-of-the-month schedule. 

Gimmiv, which Microsoft tagged as "Win32/MS08067.gen!A" instead, was identified as the malware that prompted the emergency patch. 

It first popped up Aug. 20 and was probably written by a South Korean hacker, said Stewart. According to the log files, however, the Trojan was present at only two IP addresses in August, and then only briefly. "One of these IP addresses, located in Korea, we can tell was running Gimmiv in a VMware virtual machine, exactly the kind of thing you might expect someone testing a piece of malicious mobile code to do," said Stewart. 

Not until Sept. 29, however, did Gimmiv show up "in the wild" as log files noted an infected PC in Hanoi, Vietnam. All told, approximately 200 machines in 23 countries were successfully attacked by Gimmiv between Sept. 29 and Oct. 23, when Microsoft released its out-of-cycle fix. Many of the machines were on two networks in Malaysia, and few systems outside of Asia were compromised. 

The log files recorded just one hacked machine in North America, for instance. 

"But we had just as many questions after this as before," said Stewart, who ticked off a long list of unusual characteristics of Gimmiv. "They weren't the worst programmers ever, but it seemed like this was put together quickly. It almost felt like a half-finished program." 

Stewart found lots of debug code in Gimmiv, as well as code that led nowhere. "Sections were supposed to do something, but never did," he said. "For example, it pings a Web site in China and then if that's not available, Google. It sends a special pattern in the ping but doesn't do anything with the results. 

"It also gathers a lot of information about the [infected] system, such as e-mail passwords and the ActiveX controls on the PC, then encrypts the information. But it doesn't send it anywhere," Stewart added. "There are just a lot of things here that don't fit your typical malware pattern." 

One thing Stewart was sure of, though, is that Gimmiv is more than a simple password stealer, which is how some researchers originally described it. Instead, the Trojan uses a two-stage attack process in which the first stage is relatively unsophisticated, with the second significantly more complex. 

"The difference between the first and second stages is that the first uses strong encryption but a weak key, while the second uses a much stronger key, and different keys for each function," said Stewart. The pattern led him to speculate that the first stage was a decoy for the second, which included backdoor and propagation components in its payload. 

Another oddity is the hard-coded termination date for Gimmiv's second-stage bits. "The first stage deletes itself immediately, but the second stage remains until the end of November," Stewart said. At that point, those parts of the threat also self-destruct. 

"This seems like an odd way to deploy a worm," said Stewart, "especially one that exploits a zero-day vulnerability." 

Prior to the Oct. 23 patch, the last time that Microsoft released an emergency security update was April 2007. In the 12 days since the most recent patch, hackers posted exploit code on the Internet and a second piece of malware, a worm dubbed "Wercol," has been put into circulation.

