Fulton County Schools — Parent Connect

Fulton County Schools creates internal security certificates for the Parent Connect servers to ensure
that users are connecting to a valid site that will keep private information safe. Because the school
system’s certificate warehouse is not registered with one of the maijor certificate authorities, users
have been receiving the following error on Internet Explorer version 7 (IE7):

/= Certificate Error: Navigation Blocked - Windows Internet Explorer
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|@ There is a problem with this website's security certificate.
The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

¥ Continue to this website (not recommended).

@ More information
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This message is not one to ignore in your regular everyday activities. However, if the URL is entered
appropriately to gain access to this particular site, the certificate issued by Fulton County Schools can
be trusted. To alleviate this message appearing again, please take the following steps (NOTE: This is
ONLY for Fulton County Parent Connect websites).
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If you are using Internet Explorer version 7, after navigating to the Parent Connect website and

clicking on the login button, you will see the following screen. Click on the Continue to this website
link:

/2 Certificate Error; Navigation Blocked - Windows Internet Explorer
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|@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.

@ cClick here to close this webpage.

'&;i' Continue to this website (not recommﬁndedi,

@ More information |

For users of Internet Explorer version 6, the following window will appear — click YES:
Security Alert l

ri‘l |nformation you exchange with thiz zite cannot be viewed or
?. changed by others. Howewver, there is a problem with the zsite's
* zecunty certificate.

& The zecurnty certificate waz izzued by a company you have
not chozen to trust, YWiew the certificate to determine whether
woul want ko kst the cerfifying authority.

a The zecurty cerificate date iz walid.

a The zecurnty certificate haz a valid name matching the name
af the page you are tying ko visw,

Do you want to proceed?

Mo Wiew Certificate

Page 2 of 7



Once you log into the site, there will be a link to the document you are currently reading and 2 secure
certificates. Click on the first link. The following window will appear — choose SAVE:

File Download - Security Warning E

Do pou want to open or save this file?

Mame: FCBOE_SECURE_CERT_1.cer
Type: Security Certificate, 1.12EB

B

From: e, Fulkonschoals.org

Open Save

potentially harm wour computer. IF you do not tust the source, do not

léJ Wwhile files from the Internet can be useful, this file lype can
W
= open or zave thiz software, What's the nsk?

Save the file to your desktop. On the next window, click CLOSE:

Download complete !. E

i
W

e Download Complete

FCBOE_SECURE_CERT_1.cer From www, Fultonschools, arg
EEEENENENEEENENEEEEENNEENEEENENNNEEENEEEEEN
Downloaded: 1.12kB in 1 sec

Download ba: Ci\Da.. A\FCBOE_SECURE ZERT 1.cer

Transfer rate: 1.12KE)Sec

[ iClose thiz dislog box when download completest

Open | DpenEDIdEI| Cloze |

Next, choose Tools, Internet Options and click on the Content tab:
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Delete Browsing Hiskary, ..

-

Pop-up Blocker
Phishing Filker
Manage Add-ons

.

| w

Work OFFline
Windows Update

Full Screen Fi1 CTxp - Microsoft Internet Ex

Menu Bar

Toolbars . _ Tools  Help

Windows M . ail and Mews -
indows Messenger 8 opup Blocker ,

Yahoo! Messenger
Zreate Mobile Favarite, .,

3un Java Console .
Edit with ML Spy Windows Lpdate

et opis ) | —— K

OR

=

Manage Add-ons. ..
Svnchronize. ..
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Internet Options

| zeneral ] Security] Privacy Conkent lCDnnecti rs ] Progrars ] Advanced ]

Content Advisor

g Ratings help wou control the Internet cRntent that can be
viewed on this computer,

Enable. .. ‘

Certificates

A

; Clear S50 state Certificates Publishers {:g

Use certificates for encrypted connectionsYand identification.

AutoComplete

AutoComplete stores previous entries Settings ‘
on webpages and suggests matches
i for wou,

Feeds
E Feeds provide updated content From Settings ‘

Bl websites that can be read in Internet
Explorer and other pragrams,

wl

QK ‘ Cancel | |

Click the Trusted Root Certificate Authorities Tab and then click the Import button.

Intended purpose:

Trusted Roat Certification Authorities ] Trusted Publishers | Untrusted Publishers | ]
Issued To | Issued By | Expiratio. .. | Friendly Mame | o
F\BA.ECOM Root CA ABA.ECOM Rook Ca 7/afz009 DST (AR ECOM,,, —
= autoridad Certifica...  Autoridad Certificador. . 6/2&f2002  Autoridad Certifi. .
[Elautoridad Certifica...  Autoridad Certificador. . 6/29/2009  Autoridad Certifi,..
EdEalimore EZ by DST  Baltimore EZ by DST Flaiz009 DaT (Baltimore E. ..
Belgacam E-Trust P... Belgacom E-Trust Prim... 1/21J2010  Belgacom E-Trus, ..
C&W HKT SecureM,.,  CaMW HKT SecureMet ... 10/16J2009  OW HKT Secure...
C&W HET SecureM.., CaMW HET SecureMet ... 10/16/2009 W HET Secure...
C&W HET SecureM.., CaMW HET SecureMet ... 10/16/2010 W HET Secure...
C&W HET SecureM.., CaM HET SecureMet ... 10/16/2009 W HET Secure... ﬂ
[ s I v e e P B

Import. .. Advanced...

Certificate intended purposes

Close

==
[
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Click Next:
Certificate Import Wizard E

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate trusk
lists, and certificate revocation lists From your disk ko a
certificate store.

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used to protect data or to eskablish secure netwark:
connections, A certificate stare is the system area where
certificates are kept,

To continue, click Mext,

Cancel |

1;

Click the Browse button, navigate to the desktop and choose the first certificate, Click Next:

Certificate Import Wizard E

File to Import
Specify the Ffile vou wank ko import,

File name:

| | Erowse, ..

Mate: Mare than one certificake can be stored in a single File in the Following Formats:

Personal Information Exchange- PEKCS #12 (. PFX, P12}
Cryptographic Message Syntax Standard- PECS #7 Certificates ((P7B)

Microsoft Serialized Certificate Store (L.55T)

< Back | Mext = | Cancel
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Click Next:

Certificate Import Wizard E

Certificate Store
Cettificate skores are syskem areas where certificates are kepk,

Windows can automatically select a certificate store, ar wou can specify a location For

" Automatically select the certificate store based on the Eype of certificate

{+ Place all certificates in the Following store:

Certificate store:

| Trusted Rook Certification Authorities Browse. .,

< Back | Mext = [_:! Cancel |
Click Finish

Certificate Import Wi E

Completing the Certificate Import

Wizard

¥ou have successfully completed the Certificate Import
wizard,

You have specified the Following settings:

Certificate Store Selected by User  Trusted Rook Cerkific.
Zonkent Certificate
File Mame Ci\Documents and Se

* o

< Back | Finish &! Cancel |
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You will receive the following warning message — click YES:
Security Warning .
r'j You are about ko inskall a certificate fram a certification autharity (CA) claiming to represent:
. Frs-wm-certl

Windows cannot validate that the certificate is ackually From “fos-wm-certl”, You should confirm its origin by contacting “fos-vm-cert1”, The Following
number will assist vou in this process:

Thumbprint (shall: E7Z281648 AZECTA4Z 6FFBGANY TCIG6TED AZ5F45E5
Warning:

1F wou install this root certificate, Windows will automatically trusk any certificate issued by this Ca, Installing a certificate with an unconfirmed
thurbprint is & security risk, IF wou click "Yes" you acknowledge this risk.

Yes lﬁ

Do wou want to install this certificate?

Click OK:

Certificate Import Wizard B

L
\l‘) The impark was successFul,

Click Close on the Certificate window and OK to close Internet Options.
Repeat the steps starting on page 3 for the second certificate.

You should then close Internet Explorer, open it back up and navigate back to the Parent Connect

website. When you click on login this time, you should no longer receive the warning message on the
computer you are using.
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